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    Abstract—This paper examines optimal resource allocation for 
uncertain communication networks with application to Cyber-
Physical Systems (CPS). The aim of the paper is to test the 
hypothesis that Q-learning can provide an adaptive strategy that 
reduces or eliminates congestion in a real-time communication 
network by appropriate channel bandwidth allocation. To 
demonstrate this, we use a local linear state-space network model 
with congestion as the network state and bandwidth as the 
control input. A novel adaptive estimator is developed to 
approximate the ideal optimal cost in real-time and obtain the 
network control gain using the Bellman equation. Simulation 
results illustrate the effectiveness of the proposed Q-learning 
approach in eliminating network congestion. The closed-loop 
system is shown to be asymptotically stable and the estimated 
control inputs approaches the ideal optimal control signals 
asymptotically in the presence of model uncertainty. 

I. INTRODUCTION  

Cyber-Physical Systems (CPS) is a multidisciplinary 
technology combining a physical process with embedded 
computation and networking technologies where embedded 
networked devices sense, monitor and control the physical 
world [15]. Merging these multidisciplinary, the design of 
CPS requires control, communication and computing 
innovations to meet the specific challenges, performance 
requirements, reliability, and complicated functionality of CPS 
[12], [2]. The research trends in CPS are categorized and 
summarized by [9] as energy control, secure control, 
transmission and management, control technique, system 
resource allocation, and model-based software design.  

CPS includes different types of networks such as wired 
network, wireless network, Bluetooth, WLAN, GSM, etc. and 
distributed systems with limited resources. The allocation of 
these limited system resources, in particular computing 
resources and network bandwidth, are performance 
considerations for CPS [9]. Zhiwen and Hontago [16] 
proposed a bandwidth allocation strategy based on 
measurement error in a networked system with multiple 
control loops controlled by a remote controller. In this 

strategy, bandwidth is divided into three parts, namely; (i) 
guaranteed cost bandwidth, which guarantees the stability of 
all control loops, (ii) available bandwidth, which represents 
the available bandwidth for allocation to each channel, and 
(iii) non-real-time data bandwidth which denotes bandwidth 
consumption for transmitting non-real-time data. The purpose 
of their allocation strategy is to allocate additional bandwidth 
for each control loop in direct proportion to its measurement 
error. In [17], Zhiwen and Hontago modeled congestion and 
bandwidth as a linear time invariant system with congestion as 
state and network bandwidth allocation as control input. They 
used a Linear Quadratic Regulator (LQR) to eliminate 
congestion by dynamic bandwidth allocation. 

Although the model of [17] can be used to provide an 
approximate model for local network behavior in a CPS, the 
model parameters are difficult to obtain in practice. At best, 
the model parameters can be approximately estimated and the 
model will include significant modeling errors. In addition, the 
dynamics of the network are more likely to include 
nonlinearities that cannot be represented by the simple linear 
model of [17]. Therefore, it is essential to develop a model-
free real-time network resource allocation strategy that can 
effectively manage the network resource in the presence of 
network model uncertainty.  

By combining approximate dynamic programming (ADP) 
techniques [1] with optimal control [6], a Q-learning based 
control was developed. Compared with conventional optimal 
control, the ADP-based control (i) can learn the optimal 
control in the forward-in-time manner instead of traditional 
optimal control which requires solving the Riccati equation 
backward in time, and (ii) does not require a model of the 
system dynamics. Q-learning is a popular model-free 
technique that can obtain an optimal control strategy assuming 
a local linear model and adapt the control as the operating 
conditions of the system change.  Although local linear 
dynamics are used, the overall behavior of the system need not 
be linear and the method is applicable to nonlinear dynamics.  
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The main aim of this paper is to test the hypothesis that Q-
learning can provide an optimal resource allocation strategy 
for network resources in CPS. 

To test our hypothesis we use the simple state-space 
model of [17] and compare to the performance of LQR. LQR 
with the correct system model provides a reference case 
against which we test other strategies.  We compare its 
response to that of controllers based on a perturbed model of 
the system, first using LQR then using Q-learning. We show 
that Q-learning can provide performance that approaches that 
of LQR with the correct model whereas LQR with a perturbed 
model fails to provide acceptable performance. 

The remainder of the paper is organized as follows. 
Section II presents the background of network control for CPS 
and formulates the optimal network control problem. The 
simplified state-space network model used in this study is 
presented in Section III. In Section IV, the model-free Q-
learning optimal network resource allocation is developed. 
Section V illustrates the effectiveness of the proposed scheme 
through numerical simulation and Section VI provides 
concluding remarks. 
 

II. GPS AND NETWORK CONGESTION      MODEL  

     This section provides background material on CPS then 
develops a network congestion model. We use the congestion 
as the controlled variable for the optimal network control 
problem.  

A. Cyber-Physical Systems 

     As shown in Figure 1, CPS includes a physical plant with 
multiple actuators and sensors and a remote controller which 
communicates with the actuators and sensors through a shared 
communication network. More specifically, each sensor 
collects the relevant real-time data from the physical plant and 
transmits it to the remote controller to update the control 
signals. After receiving the real-time data, the controller 
computes the control signals and transmits them to the 
appropriate actuator. However, since multiple actuators and 
sensors transmit the real-time data through the shared 
communication network whose resources are limited, it is 
critical to develop an effective network control algorithm that 
can optimally allocate the network resources.  
      In this paper, network congestion control is studied. 
Specifically, the scheduler utilizes the outputs of the controller 
to allocate the bandwidth of the communication network and 
select the sampling period of the control system [17], [7]. 
Since network bandwidth is defined as the capacity of 
transmission of information, higher network bandwidth 
capacity reduces congestion while lower bandwidth capacity 
increases congestion [17]. To test the hypothesis investigated 
in this paper, it is essential to use a suitable network 
congestion model. In this study, we adopt the state-space 
model of [17].  The state variables of the model are network 
congestion in each channel ݔ௝, ݆ = 1, 2, … , ݊, where ݊ is the 
number of channels.  Note that the network congestion state is 
the input to the scheduler which is used to allocate the 

bandwidth of each channel. The network congestion model is 
developed in the next subsection. 

 
                         Figure 1 Schematic of a MIMO CPS[17],[7] 

 

B. Network Congestion Model 

     According to [16], [17], dynamic bandwidth allocation is 
an effective means of minimizing network congestion. 
Therefore, bandwidth allocation can be considered as the 
control input of a network congestion model. However, due to 
practical network constraints and the possible need for extra 
bandwidth, bandwidth cannot be directly used in the network 
congestion model. According to [16] and [17], network 
bandwidth can be divided into three parts: guaranteed cost 
bandwidth ܤ௠௜௡ , available bandwidth ܤ௔ ,and non-real time 
data bandwidth ௢௧௛௘௥ܤ	 	௠௜௡ܤ . Represents the minimum 
bandwidth consumption that guarantees the stability of all 
control loops. ܤ௢௧௛௘௥	 denotes bandwidth consumption for 
transmitting non-real time data, ܤ௔	 represents the available 
bandwidth which can be allocated and added into ܤ௠௜௡[16]. In 
addition, the bandwidth used by all ݊ control loops must be 
less than the total bandwidth capacity ܤ௚	i.e. ܤ௚ ≥ ௢௧௛௘௥ܤ + ௠௜௡ܤ + ௔ܤ  
       For each individual control loop, bandwidth 
consumption	ܾ௜ can be defined as     
 ܾ௜ = ௠೔௛೔ , ݅ = 1,2, … , ݊   (1)  

where ݉௜  is the time spent to transmit data  and ℎ௜  is the 
sampling period in the ݅௧௛ control loop.  
      Next, based on (1), the total minimum bandwidth 
consumption [16] can be represented as ܤ௠௜௡ = ∑ ௠೔௛೔௡௜ୀଵ    (2)  

 
      To complete the formulation of the mathematical model of 
network congestion, we need the following definitions and 
assumption. 
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Definition 1. Primary Data/Primary Bandwidth 
The primary data is the maximum amount of data transmitted 
through the network for a given bandwidth of each channel 
with no congestion. The primary bandwidth is the bandwidth 
which guarantees the stability of all control loops if there is no 
extra data transmitted [17]. 
 
Definition 2. Extra Data/Available Bandwidth 
Data in excess of the primary data that will lead to network 
congestion/The available bandwidth which allocates ܤ௠௜௡ 
when extra data exists [17]. A certain quantity of data can be 
transmitted through the network for a given bandwidth 
allocation. However, additional data must be transmitted when 
corrective control action is required. In this case, the 
bandwidth capacity may be inadequate to transmit the 
additional data and the network becomes congested. The 
additional data is referred to as extra data in this paper.  
 
Clearly, the amount of data transmitted is limited to an amount 
based on the primary bandwidth. However, different closed 
loop dynamics requires different primary bandwidths. 
Network congestion occurs when the primary bandwidth is 
insufficient to transmit the extra data [17]. 
 
Assumption: In the absence of network congestion, the 
designed controller stabilizes the network in the vicinity of its 
equilibrium at the zero state. In addition, the controller has no 
influence on the network characteristics [17]. 
     As in [17], we represent network congestion with the linear 
time invariant system 
 ሶ࢞ (ݐ) = (ݐ)࢞ܣ +            (3) (ݐ)࢛ܤ
where ࢞ = ,ଵݔ] ,ଶݔ ்[௡ݔ……… ∈ ℛ௡ is the network congestion 

state and ࢛	 = 	 ,ଵݑൣ ,ଶݑ , . . . , ௣൧்ݑ ∈ 	ℛ௣		  denotes the control 
signal, i.e. the  bandwidth allocation for each individual loop. 

     According to the above assumption, when extra data is 
transmitted in a channel, network congestion arises. Similar to 
[17], let ݀௜(ݐ) denote the extra data sent over the ݅௧௛ network 
channel, the congestion is proportional to the extra data with 
proportionality constant		ܾ௜. 

Using (1), the congestion state equation can be represented 
similar to [17] as ࢞ࢉ(࢚) = ൥ݔଵ⋮ݔ௡൩ = Λࢊ(࢚) = Λ ൥݀ଵ⋮݀௡൩ (4)           

where Λ is the matrix of channel bandwidths 
 Ë = ݀݅ܽ݃ሼܾଵ,… , ܾ௡ሽ = diagሼ݉ଵ/ℎଵ,… ,݉௡/ℎ௡ሽ 
    Network congestion with model uncertainty can be 
represented as  Λࢊ	ሶ (࢚) = ܣ) + (࢚)ࢊ஺)Λ߂ + ܤ) +  ஻)࢛ (5)߂
where ߂஺	ܽ݊݀	 ߂஻ are constant perturbation matrices. 
     The network congestion state is ࢞ࢉ(࢚) = Λࢊ(࢚) and (5) can 
be rewritten as 													 
 ࢞	ሶ (࢚)ࢉ = ܣ) + (࢚)ࢉ࢞(஺߂ + ܤ) +  ஻)࢛  (6)߂

The sensor and actuator are typically part of a digital 
control loop and a discrete-time model of the congestion 
model is required. The discrete-time network congestion 
model is 

࢑ା૚,ࢉ࢞ = ࢑,ࢉ௖࢞ܣ +  (7) 	,࢑,ࢉ௖࢛ܤ
where  ܣ௖ = ݁(஺ା∆ಲ)்ೄ, ௖ܤ = න ݁(஺ା∆ಲ)(்ೄିఛ)߬݀ܤೞ்଴ 	 
with sampling period ௌܶ.  
   Using the network congestion model (7), the optimal 
network control, i.e. optimal network bandwidth allocation, is 
studied in the next section. 

 

III. MODEL FREE Q-LEARNING BASED OPTIMAL 

NETWORK CONGESTION CONTROL 

In this section, the optimal network congestion control 
problem is studied. Since network congestion control is 
modeled as a discrete-time linear time-invariant system (7), we 
first review ideal optimal control for discrete-time linear 
systems. We then present a Q-learning based optimal design 
that can learn the optimal network congestion control even 
when the congestion model is unknown. The Q-learning 
approach applicable to network congestion control where 
modeling errors can be large. 

A. Ideal Infinite Horizon Optimal Network control ࢞ௗ,௞ାଵ = ௗ࢞ௗ,௞ܣ +  ௗ࢛ௗ,௞  (8)ܤ
where ࢞ௗ,௞, ࢛ௗ,௞,  are the system state and control input, 
respectively, and ∈kdA , ℛ௡×௡ , dB ∈ℛ௡×௠	denote the system 

matrices. Using standard optimal control theory [6], we 
minimize the cost function  ܸ∗൫࢞ௗ,௞൯ = min࢛೏,ೖ ∑ ,൫࢞ௗ,௟ݎ ࢛ௗ,௟൯ஶ௟ୀ௞   = min࢛೏,ೖ ∑ ൫࢞ௗ,௟ࢀ ܳௗ࢞ௗ,௟ + ࢛ௗ,௟ࢀ ܴௗ࢛ௗ,௟൯ஶ௟ୀ௞  (9) 

         
The cost-to-go is defined as ݎ൫࢞ௗ,௞, ࢛ௗ,௞൯ = ࢞ௗ,௞ࢀ ܳௗ࢞ௗ,௞ + ࢛ௗ,௞ࢀ ܴௗ࢛ௗ,௞, where ܳௗ is a 
symmetric positive semi definite matrix and ܴௗ, ܵே are 
symmetric positive definite matrices.  
      Using dynamic programming (DP), we write the Bellman 
equation in discrete-time as 0 = min࢛೏,ೖ ,൫࢞ௗ,௞ݎ ࢛ௗ,௞൯ + ܸ∗൫࢞ௗ,௞ାଵ൯ − ܸ∗൫࢞ௗ,௞൯ (10) 

      Assuming that the minimum on the right hand side of 
equation (10) exists and is unique, then the optimal control can 
be derived as [6]   ࢛ௗ,௞∗ = − ଵଶܴௗିଵܤௗ,௞ డ௏∗൫࢞೏,ೖశభ൯డ࢞೏,ೖశభ 	  (11) 

Substituting the optimal control input (11) into the Bellman 
equation (10), gives the discrete-time (DT) Hamilton-Jacobi-
Bellman (HJB) equation  0 = ࢞ௗ,௞ࢀ ܳௗ࢞ௗ,௞ + 14 ߲ܸ∗்൫࢞ௗ,௞ାଵ൯߲࢞ௗ,௞ାଵ ௗܤௗ்ܴௗିଵܤ	 ߲ܸ∗൫࢞ௗ,௞ାଵ൯߲࢞ௗ,௞ାଵ 	+ ܸ∗൫࢞ௗ,௞ାଵ൯ − ܸ∗൫࢞ௗ,௞൯ 
 (12) 
  
For linear systems, the value function (9) can be formulated as 
a quadratic function of the state vector and can be expressed as 
[6] 
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ܸ∗൫࢞ௗ,௞൯=࢞ௗ,௞ࢀ ܲ࢞ௗ,௞ (13) 
with ௞ܲ, ∀݇ = 0, 1,… , ܰ,	 positive definite kernel matrices. 
Substituting (13) into (2), the DT HJB reduces to the well-
known Algbra Riccati equation (ARE)  

10 [ ( ) ]T T T
d d d d d d d dA P PB B PB R B P A Q P−= − + + −   (14) 

Moreover, the optimal control input can be represented in 
terms of the ARE solution P as ࢛௞∗ = ௗܤௗܲܤ)− + ܴௗ)ିଵܤௗ்ܲܣௗ࢞ௗ,௞ (15) 
When the system matrices are uncertain, the ARE solution 
cannot be found.  Additionally, generating the control input in 
a forward-in-time manner has significant practical advantages 
for hardware implementation over traditional optimal control.  
For the network congestion model, the system matrices are 
uncertain due to the complex network environment. To 
overcome these challenges, a model-free Q-learning algorithm 
is adopted. 
 

B. Q-learning Based Optimal Congestion Control 

     The main objective of Q-learning is to use the system states 
and inputs to learn the optimal control in the presence of 
model uncertainties. Since the inputs and states of the real-
time network congestion system include the effects of system 
uncertainties, it is possible to use them to accomplish this 
goal. The proposed Q-learning design is also more practical 
because it uses a forward-in-time optimization strategy. Next, 
the details of Q-learning are given. 
Using the DT HJB gives the Q-function  ܳ∗(࢞௞, ࢛௞) = ,௞࢞)ݎ ࢛௞) + ܸ∗(࢞௞ାଵ) = [࢞௞்	࢛௞்	]ܪ[࢞௞		࢛௞	]் = ࢞௞்ܳ࢞௞ + ࢛௞்ܴ࢛௞ + ࢞௞ାଵ் ܲ࢞௞ାଵ   (16)  

 

with	ݎ(࢞௞, ࢛௞) = ࢞௞்ܳ࢞௞ + ࢛௞்ܴ࢛௞. 
When ࢛௞ is the optimal control, the optimal value function is ܸ∗(࢞௞) = ܳ∗(࢞௞, ࢛௞) 
 
Equation (16) can be written as  ܳ∗(࢞௞, ࢛௞) = ,௞࢞)ݎ ࢛௞) + ܳ∗(࢞௞ାଵ) 
 

Using the definition of ݎ(࢞௞, ࢛௞)	and the network congestion 
system model (7), we rewrite (15) in terms a matrix ܪ as [࢞௞்	࢛௞்	]ܪ ቂ࢞௞࢛௞ቃ = [࢞௞்	࢛௞்	] ቂܳ 00 ܴቃ ቂ࢞௞࢛௞ቃ + [࢞௞்	࢛௞்	] ቂ்ܤ்ܣቃܲ ቂ்ܤ்ܣቃ் ቂ࢞௞࢛௞ቃ    (17)   

with ܪ = ൤ܪ௫௫ ௬௫ܪ௫௬ܪ ௬௬൨ܪ = ൤ܣ்ܲܣ + ܴ ܣ்ܲܤܤ்ܲܣ ܤ்ܲܤ +    (18)			൨ܫ

 
Recalling the ideal optimal control given in (15), the optimal 
policy can also be represented in terms of ܪ as ࢛௞ = ௞࢞ܮ ܲ  can be formulated as ܪ ࢞௞ .  Similar to [1], the relationship between ܲ and	௬௫ܪ		௬௬ିଵܪ−= = ܪ[்ܮ	ܫ] ቂ  ቃ (19)்ܮܫ

 

Substituting (19) into (17), we obtain the matrix 

ܪ = ܩ + ቂܣ ܤܣܮ ܪቃܤܮ ቂ ܣ ܣܮܤ   ቃ  (20)ܤܮ

where  ܩ = ቂܳ 00 ܴቃ.  
 
Note that the Q-function and ܪ matrix are critical for solving 
the optimal network congestion control problem. However, 
they cannot be obtained directly from (17). To learn the ideal 
Q-function and the associated ܪ matrix, the following update 
policy [1] is used    ܳ௜ାଵ(࢞௞, ࢛௞) = ࢞௞்ܳ௜࢞௞ + ࢛௜் (࢞௞)࢛௜(࢞௞) +[࢞௞ାଵ் 	࢛௜் (࢞௞ାଵ)]ܪ௜ ቂ ࢞௞ାଵ	࢛௜(࢞௞ାଵ)ቃ (21)   

where ܳ௜	and  ܪ௜	are estimated  Q-function and  H matrix at 
iteration ݅. ܮ௜ is also updated based on the updated matrix  ܪ௜  
௜ܮ) = 	௬௬,௜ିଵܪ−  .(	௬௫,௜ܪ	
Specifically, the Q-function can be written as the adaptive 
estimator   [1] ෠ܳ(̅ݖ, (࢏ࢎ = ݖ௜ܪ்ݖ = ݖ		,  ̅ݖࢀ࢏ࢎ ∈ 	݊ + ݉ଵ +݉ଶ =  (22) 			ݍ

where ݖ = ̅ݖ	  and ,்[்ݑ	்ݔ] = ,ଵଶݖ) … , ,௤ݖଵݖ ,ଶଶݖ ଷݖଶݖ … . . , ,௤ݖ	௤ିଵݖ  ௤ଶ)  is the Kroneckerݖ
product quadratic polynomial basis function. ℎ =  is the (ܪ)ݒ
desired parameters, ݒ(. )  is a vector function that gives a ݍ)ݍ + 1) 2⁄ 	× 1 vector from a ݍ ×  matrix [1]. This exploits ݍ
the symmetry of the Q-function so that only the upper triangle 
terms of the matrix is used in the calculations. 
Substituting (22) into (21) we have  ࢏ࢎା૚ࢀ (࢑࢞)̅ݖ	 = ,(࢑࢞)௞ݖ)݀  (23)  (࢏ࢎ
 
The desired target function is defined as  ݀(ݖ௞(࢞࢑), (௜ܪ = ࢑࢞ܳࢀ࢑࢞ + ࢛ଙෞ(࢞࢑)࢛ࢀଙෞ(࢞࢑) + ܳ(࢞࢑ା૚	, ࢛࢑ା૚)  

 ା૚    can be found by minimizing the square error between࢏ࢎ (24)  
the target value function in (23) and (24) [1]. Using least 
squares, the ܪ matrix can be updated as 

ା૚࢏ࢎ  = argmin௛೔శభ ቄ׬ ห࢏ࢎା૚ࢀ (࢑࢞)	̅ݖ	 − ,(࢑࢞)௞ݖ)݀ หଶ݀࢞௞ஐ(࢏ࢎ ቅ (25) 

ା૚࢏ࢎ   = argmin௛೔శభ൛׬ ݔ்݀(࢑࢞)	̅ݖ(࢑࢞)	̅ݖ| − ,(࢑࢞)௞ݖ)݀ ଶ݀࢞௞ஐ|(࢏ࢎ ൟ  

ା૚࢏ࢎ (26)   = ቀ׬ Ωݔ்݀(࢑࢞)	̅ݖ(࢑࢞)	̅ݖ ቁିଵ ׬ ,்(࢑࢞)	̅ݖ)݀ Ω	࢞݀	(࢏ࢎ (࢑࢞)ݖ (27)   = ൧்(	ࢀ(࢑࢞)࢏ෝ࢛)	ࢀ࢑࢞ൣ = ൫࢞ܫ]ࢀ࢑	ܮ௜் 	]்൯் (28) 

׬  d࢞࢑Ω்(࢑࢞)	̅ݖ(࢑࢞)	̅ݖ  is not invertible, so a very small zero 
mean noise term (݊ଵ௞) can be added to make it invertible [1]. 
 
Thus, ෝ࢛(࢑࢞)࢏ࢋ = ௜࢞࢑ܮ + ௞ݖ  and equation (28) becomes  ૚࢑࢔ = ቂ ࢞࢑ෝ࢛(࢑࢞)࢏ࢋቃ = ቂ ࢑ቃ࢞ܮ࢑࢞ + ൤  ૚࢑൨࢔0
Using a sufficient number of points, we have an over 
determined system whose minimum least squares solution is 
ା૚࢏ࢎ [1] = (்ܼܼ)ିଵܼࢅ  
where  ܼ = ,(		૚ିࡺ࢑ି࢞)̅ݖ] …,(૛ିࡺ࢑ି࢞)̅ݖ . . ,  [(࢑ି૚࢞)̅ݖ
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ࢅ	 = ,(		૚ିࡺ࢑ି࢞)തࢠ)ࢊ] ,(૛ିࡺ࢑ି࢞)തࢠ)ࢊ	(࢏ࢎ …(࢏ࢎ ,(࢑ି૚࢞)തࢠ)ࢊ	  ்[(࢏ࢎ

Finally the target equation (24) becomes  ݀(ݖ௞(࢞࢑), (௜ܪ = ࢑࢞ܳࢀ࢑࢞ + ଙෞࢋ࢛ ଙෞࢋ࢛ࢀ(࢑࢞) + ܳ(࢞࢑ା૚	, ෝ࢛࢏(࢞࢑ା૚)) 
IV. RESULTS AND DISCUSSION 

We adopt the discrete network congestion model [17]  Λࢊ(݇ + 1) = (݇)ࢊΛܣ +  (݇)࢛ܤ
where	Λ = diagሼܾଵ,… , ܾ௡ሽ = ݀݅ܽ݃ ቄ௠భ௛భ , … , ௠೙௛೙ ቅ. Without loss 

of generality, we let the matrix Λ be the identity matrix. Then 
the discrete LTI system becomes  ࢊ(݇ + 1) = (݇)ࢊܣ +   (݇)࢛ܤ
where ࢊ(݇) is the congestion state.  
We discretize the model of [17]  with ௦ܶ = 0.01s and obtain 
the matrices   
ܣ  = ൥1.0001 0.0202 0.00980.0100 1.0003 0.00980.0002 0.0388 0.9420൩ ܤ			, = ൥0.00040.03010.0103	൩  
 ܴ = 1, ܳ =   ܫ
with initial state ݀଴ = [0.2,1,0.5]. Then the LQR gain ܭ can 
be calculated using MATLAB as [6]  ܭ = [	1.3180				1.8695				0.4619]. 
      In practice, the correct model is unknown and the model 
parameters can only be obtained approximately. We assume 
the matrices obtained from experimental data describing the 
local behavior of the network be ܣ = ൥ 1.035 0.029 0.0170.0198 1.058 0.001580.0003657 0.0446 0.9546 ൩,			 ܤ = ൥0.00240.04900.0390	൩  
 

Because any mathematical model of network congestion 
is approximate, LQR will not be able to eliminate the 
congestion in the presence of modeling errors. Q-learning is 
an appropriate strategy for optimizing the network because, 
unlike LQR, it does not require an exact mathematical model. 
All it requires is knowledge of the matrix ܪ of (18). Thus, Q- 
learning is able to eliminate the congestion in the presence of 
model uncertainties.  

We present simulation results that demonstrate the 
effectiveness of Q-learning in eliminating congestion in the 
presence of modeling uncertainties. The time response for 
LQR both with the true and the experimentally evaluated 
network congestion are shown together with the response for 
Q-learning in Figure 2-4. The figures show that for all three 
state variables Q-learning eliminates the congestion in each 
states in spite of the modeling errors while LQR fails to do 
so.Figure 5-7  show the absolute error in following the ideal 
LQR response for state variables ݔଵ,  . respectively	ଷ,ݔ ଶ, andݔ
The Q-Learning response converges to the ideal LQR 
response after about 3 s while LQR with the perturbed model 
exhibits a large error and fails to converge. The root mean 
square error for LQR is 1.2437, while that for Q-learning is 
only 0.0941.  Thus, Q-Learning results in the elimination of 

network congestion while LQR fails to do so in the presence 
of modeling errors. After eliminating the network congestion, 
each loop uses its primary bandwidth that is selected based on 
its characteristics [17]. 

 

 
                   Figure 2 Congestion state ࢞૚	of LQR and Q-learning 

 

 
                    Figure 3 Congestion state  ࢞૛	of LQR and Q-learning 
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                      Figure 4 Congestion state ࢞૜  of LQR and Q-learning 

 

 
                      Figure 5 Absolute errors in ࢞૚	for LQR and Q-Learning 

 
 

 
                     Figure 6 Absolute errors in ࢞૛	for LQR and Q-Learning 

 
                     Figure 7 Absolute errors in ࢞૜  for LQR and Q-Learning 

V. CONCLUSION 

 
      This paper verifies the validity of the hypothesis that Q-
learning can provide optimal resource allocation for CPS.  To 
test the hypothesis, we used a simple state-space model to 
represent local system dynamics and LQR as the reference 
optimal behavior.  We perturbed the nominal model and 
simulated it, first with LQR then with Q-learning.  Our results 
show that Q-learning provides performance that approaches 
that of the ideal LQR control whereas LQR control with 
modeling errors cannot.  In addition, Q-learning is a model-
free approach and does not require knowledge of the 
mathematical model of the system; the latter is very difficult 
to obtain for CPS.  In addition, Q-learning is feasible for more 
complicated system dynamics including nonlinear and time-
varying behavior.  Future work will examine Q-learning with 
a NS3 model of a communication network in a CPS. 
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